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Set Time Zone
Pararneter
Tirne Lone | LIS/Easterm »
[ 1 understand that changing the time zone will reboot the platform.
[ Save ][ Cancel ]
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home :: session

Existing Password
Mew Password

Confirm Password

Changing Password of Admin User system
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Date f Tlme

Description

Time Fone: US/Eastem

’ Save ” Cancel l

* + ,
8 | - & ! & % ! 94 #
+ & % ! $ ! &$ ! -9
P/ 0
+ | & % ! &$ ! I
& ( #! N5 & % % K2 ,$
K I ,
+ | 5." + /5+'0 ! & %
& % "3 A
+ 94# | $ 3 ! !
1 94# $ $ # & %5 % = & # $ !
& # & $ &
+ | $ | "1 &
$ 9 /90 !
# # $ ! &
! & %

e e e LT AT m e st et e T et L e e a A e am o,

Editing >>> |7 || September|~| 2008[~| 21[=|. 01[~]. 34|+

2




T e T e T et e e e T e e T e e =T LT et T e e

Management Network

Configuration
MAC Address 00:90:FB:13:17:BA
MTU 1500
DHCP Enable
IP Address 7216.20.72
Metmask 265 2552520
Default Gateway 7216.20.248
Hostname ga-sslia-3
Primary Mame Server 172.16.20.248

Secondary Mame Server

[Save”Cancel]

P R
Certificate 102
Subject
commonhlame Metronome Default
countryMame. us
organizationName  Netronome Systems Customer
Issuer
commonhlame Metronome Default i
countryMame us
organizationName  Netronome Systems Customer
. %
Details
Certification Authority?  False
Serial Number 1 (0X1)
SHA-1 Fingerprint 5C:62:3B:B6:C1:90:34:2C:90:F0:35:26:03:14:EB:9B:15:4C:54:0D
Valid From Sep 6 23:23:17 2008 GMT
Valid To Sep 5 23:23:17 2013 GMT
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Common Name
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Internal CAs (used for re-signing)

denier

Crganization

[ Wiew ][ Export ][ Download ][ Import Signed ] 102
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Metronome Default Metronome Systems Customer

[ Refresh ] [ Generate CA Certificate ] [ Import CA Certificate+Key
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home :: cerdificates :: internalca

Generate Internal CA Certificate

Common Mame ga-sslia-3

Division/Department/Org. Unit

Company/Organization - (required) Metronome Systems Customer
City/Town/Locality

Country Code — (two letter abbrev.) us

Serial Mumber 1
Key Size (bits) 1024 (-]
Walid For (days) 365 {one year) E|
Sign With External / Third Party CA ] Generate Signing Request
[ Save H Cancel I
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Policies

Policy Name s ic Diversion Rules L 5 ion Rules
** Bypass (filtering/IPS) Fail to Appliance ** Rename Delete |
* Bypass (fitering/IPS) Fail to Network ** CREvime .
** Cut through (snifing/IDS) INLINE **
** Cut through (sniffing/IDS) PASSIVE **
** Cut through (filtering/IPS) Fail to Appliance **

Rename | | Delete |

Rename Dalete .

Rename | Delete | i
4

Rename Delete |

** Cut through (filtering/IPS) Fail to Network = Rename | | Delete |
1
= = Default policy — can be activated or viewed, but not modified. }
Note: Policy changes will not affect existing flows.
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Adding Policy

Parameter

Systern Mode | Sniffing /IDS Passive A |

Folicy Mame || |

Default Rules Cut through traffic to sites known to be incompatible with S50 *

* Because they use compression, an unsupported cipher-suite, or an unsupported version of SSLTLS

[ Save ” Cancel l

= e el e, - ks o A B AEE, ot o, il phe il B R 0 - — o, M~ S B ol St e MR o B e 2l B o i R A, S e S

/I 6 # *)




%

#

# $ % K2 , B # o+
A& $ !
Editing Policy Options = i ’ o ) R
F
Policy Name: ids_inline_recrypt 1
General Options
FParameter
Systemn Mode Sniffing £ IDS Inline
SSL Session Log Enabled
Internal Re-signing CA Metroname Default / Netronome Systems Customer # 131 L
SeltSigned Certificate Handling Accept all selfsigned server cetificates 1
Undecryptable S5L Handling Cut through to attached device
Uncached S5L Session Handling  Cut through to attached device 4
Known-key Change Handling Cut through to attached device
Untrusted Cert-chain Handling Reject (terminate flow) ]
‘
Plaintext Destination
Parameter
Send to Port(s)
Modify Source MAC Address False 1
Send on WLAN(s)
Failure Mode Options
!
MNetwork Failure Mirror link state between ports 1+2. [code: ids-p2-nf-p2n]
Aftached Appliance Failure Do nothing, except wait for the device to recover fram the failure. [code: ids-p2-af-0]
S3L Inspector Software Failure Enable fail-to-wire and force links down on ports 3+4. [code: ids-p2-swi-2w+H2a)
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